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e M td es whereby Communication Security, 



or for short, COMSKCJ is established and maintained; and finally will come a 



presentation of the basic principles, procedures, machinery, and organisation ' 

or SIGINT, in British terminology, 

whereby Communications Intelligence, or, for short, COMIN^i* Obtained, bow 

unrivalled 

it may be properly nmnl a iJ—rp e rn d y used and safeguarded, and its/utility fnxtknt 

as an intelligence weapon in the 
^conduct of modern warfare. 

First, then, for historical background. 



I opened my remarks by referring to the science of cryptology as a vital 
military weapon, but it has not always been regarded as a weapon, let alone a 
vital weapon. I am here reminded at this point of a story that I came across 
in an eld book on cryptology, a story which is probably apocryphal but which 
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language, and this is vh&t it saidt 



0, thou vile and insatiable Monster! To disturb these poor bones! 
If thou had'st learned something more useful than the art of 
deciphering, 

Thou would * at not be footsore, hungry, or in need of mo n e y ! 

Many times in the course of the past forty years I've had occasion to 



wish that 1 knew the old gal's address so that I could write her, as a first 



indorsement to hear basic communication, the single word "Concur." ganrrpafnyi^y 



-tfchoci 



This being a TOP SBCRBT lecture it will appear a bit incongruous that Z 



should begin by reading from a source which you'll all recognise — TIME magasias. 



Z'll read from the 17 December 194-5 issue and 1 will preface the reading by 
by that date all 

reminding you that /the war vas/cver — otr at least Y-E and V-J days had been 

some months before You'll remember the 
celebrated/ ■■iwHwlaitlrTS w— mm loud clamor on the part of certain vociferous 



members of Congress who had far years been insisting upon learning and disclosing 



to the people of the United States the reasons why we had been caught by surprise 



In such a disastrous defeatured —i amity as the Japanese had inflicted upon us 



at Pearl. This clamor had to be met; the matter could no longer be hushed up, 

had been and still 

they contended, by the need far military secrecy. SsmsfelMr^weaK investigations— 

of them A and now the re was to be a 

a half dosen or mare/ wtmMw&oap KSnaStor grand finale Joint Congressional Inves- 



tigation into the Attack on Pearl Harbor. It was this investigation which not 
only itself brought into the open every detail and exhibit uncovered by mod 
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In short, when our commanders had COMIST in World War II they were able 
to put what small forces they had at the right place, at the right time. But 
when the didn't have It — and this happened several times — their farces often 
took a heating. Later on we'll note instances at each type. 
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X hope I've aot tried your patience by such a lengthy preface to the 
real substance of sty talk, ao let** get down, to brass tasks, and since a 
bit of history is always useful in introducing a subject belonging to a 
special and not-to-vell -known field. I'll begin by giving you some historical 
information about cryptology, which comprises two related sciences, that of 
cryptography, and the other of cryptanalysis . They are but opposite faces 
of the same coin, for progress in one inevitably leads to progress in the 



other. 



because of the secrecy or cloak of silence which officially surrounds 



the whole f^eld of cryptology and especially cryptanalytlcs, it' is obvious 

A 

that authentic "information with reference to the background and development 
of the science in foreign countries is quite sparse; and although after World 
War XX we learned such regarding the aeccmpllshmesfes in this field of work 
by our enemies, security ruld^ prevent my saying very much in detail about 
how good or bad they were in comphf isoa &th us . Suffice it to say that ws 

looked pretty good in cryptologic aff&rs; together with our principal ally, 

/ \ 

Britain, we cryptologista naturally think W von the war, though others seem 



to have mislaid the peace, somewhere. 

J 

X can only give A fairly good account of W.S. cryptologic activities up to 

/ \ 

a certain point /a£ time, and even then I will not be able, to say very much about 

/ 

them simply because the story is too long to give in a lecture or even a series 

■ y \ 



trations of 
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Modesty 



ogr&phy and cryptanaly* ia , some of which fa na port of ay own experience. 







will use then nhd will here and now sake a general apology fear the use of the 



Uflj/o 

S 

J 



personal pronoun. 



y 



/ 



/ 



Sow nay we have thef trst slide, please. Cryptography and cryptanalysis 

\ / 

go hack to the dawn of the indention of writing, and here Ijkhov an instance 

of cipher in the Bible. Xa Jermiath 25*26 occur* the expgfes sloa "And the long 

~J L 



of Bheshakh shall drink after then. * \ALbo in Jermiah 31*^1* THow is Sheshakh 



regained a systery. 



taken t" Veil, far may, may years that\naae 
There was no such place. But then somebody discovered that If you write the 

A 

twenty-two letters of the Hebrew alphabet Inytwa^rows, eleven and eleven, like 



this, you set up a substitution alphabet ^hereby you can replace the letters by 






those standing opposite them. Far ex&sf^le, "Shin," las .represented by "Both" 

/ v 

or vice versa, so that "Sheshakh" translates "Babel*, or ^Babylon," The vowels 

had to be supplied. Incidentally, mentioning the Bible, aae\»ight say that 

was an early / but not the first in the^Bible — 

Daniel, who vas/Jdatefibort psychoanalyst^ was alas the first cryptanalyst. X say 

_ V— - - — - • 

/ \ 

^SXSStX^iMu^Kxmm *iay&^iQWka>fcadatt>itarxtoaa^^ 

tmsxtwgM*is*¥X|iaaxtfiaa^:to*xaxm»xfca^^ 
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HBaate3r < t S>W > 



o f - tim e- i — Th e aj by- s o mc 1 ^record-eiaply- 




i±e! -vus-able- 
Scale years later, Nebuchadnewar’a 



/ 



son, Belshassaar, vas giving a feast ,/aad during the course of the feast the 
fingers of a man's hand appeared* on\tJcve wall behind the candlestick and wrote 

a secret message; Balshaaaar'vas very much upset and called for his soothsayers, 

\ 

Chaldean sorcerers, Mg^cisa* and so on, %t they couldn’t read the message— 



apparently they couldn't even read the clpfaer\charactere! Well, Daniel vas 

/ 

called In and succa^eded not only In reading the whiting on the wall: "Mane, 

in deciphering \ 

. His interpretation 



in deciphering 
mens, tefccl, upharsln", hut also/ the of the 



was n Meae” — Ood hath numbered ^hey kingdom and finished^ it. "TekeL" — Thou 

\ 

mart weighed in the balances and found wanting* "Upharsin", rather "Perea", 

\ 

(apparently the chap who did the handwriting on the wall knew aching or two 



/ 



ihall 



about cryptography, because he used "variants" I ) — Thy kingdom shall be divided 
and given to the Medes and Persians*" 
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records. 



used by the ancient Laoedatnonlana or 



|^| Creeks. They bad a wooden cylinder of specific dimensions, around vhich they 
wrapped spirally a piece at parchment ; they then wrote the message across the 



edges of the parchment, unwound it, and sent it to Its destination, where the 
recipient would wind the parchment around an identically-dimensioned cylinder, 
and thus bring together properly the bits of letters representing the massage. 
This diagram, incidentally, is not correct. The writing was done along the 
edges at the parchment , as I said before, and not as shown in this picture. And, 
by the way, the baton vhich the European field marshal still carries as one of 
the insignia of his high office derives from this very instrument. 

Caesar, of course, is veil known in hie tory to have used cryptography — 
a wry simple method, obviously, because all he did was to replace each letter 
by the one that was fourth from it in the alphabet Cicero was one of the 
Inventors of what is now called shorthand . Ee had a slave by the name of Tiro 
who wrote far Cicero his records and so on. In shorthand or •fironean notes, as 
they are called. 



The beginnlng£of modern cryptology can be traced back to the days of the 
early years of the 15th Century, when the science was extensively employed by 
(4.11) the princes and chanceries In the Papal states, about 1 400 I show next an 

alphabet of that period vhich is interesting merely because it shows that In those 
early days they already had a recognition of the basic weakness of what we call 
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In inviting at to address the staff and students of the Senior School 

of the Narine Carps on the subject of "Coramuai cations Intelligence and 

Communication Security" I assume that Oeneral Twining 'a objective is to make 

* 

you aware of the role that these tvo branches of the science of cryptology 
have played in the past and can in the future again play as a vital military 



weapon . 



Socn after the close of Wear Id War II, the commandants at cur various 
service schools began to ask the cryptologic agencies of the Armed Forces far 
lecturers to tell their student officers something about our cryptologic 
activities during the war. There was at first serious question as to the 
advisability of lifting the security veil sufficiently to permit discussion of 
the subject, but in time an affirmative decision was mode. The official views 
of the Havel War College on the matter were stated in a letter dated 5 February 
1946, from the then President of the College, Admiral R. A. Spruance, to the 
Chief of Naval Communications, Admiral E. E. Stone. In commenting upon the fine 
presentation made by a certain speaker, Admiral Spruance said) 

"His treatment of the subject matter emphasised the value of 
conuunlcatlon intelligence to naval commanders, the vital importance of 
maintaining, the security of our own communication intelligence activities, 
and the necessity for observing the principles of communication security 
in defense against enemy communication intelligence. I consider that the 
value to be derived from the indoctrination of senior officers of the Savy 
in these principles far outweighs any possible loss of security resulting 
from a partial revelation of our activities in the past war, particularly 
in view of the disclosures which have been made in the press. 
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"It appear* axiomatic that the full benefit of cowsuaicatioa intelli- 
gence can to obtained only vton all senior officer* realise it* poten- 
tialities for winning and losing battles and vara, and when their actions 
are tem p ered by complete knowledge of the elements of ccwauni cation 
intelligence, rather than by incomplete and inaccurate Information obtained 
through the channels of goes Ip. " 

Ky talk being divided into three period, I will give you first some of the 
historical background of cryptology. Bert vill corn* a presentation of the 
manner and the apparatus whereby Communication Security, or for short, CCMSBC, 
is established and maintained; and finally will come a presentation of the basic 
principle*, procedures, machinery, and organisation whereby Communications 
Intelligence, or, for short, COMIST or 8I0IHT, in British terminology, is 
obtained, how it may to properly used and safeguarded, and its unrivalled 
utility as an intelligence weapon in the conduct of modern warfare. 

First, then, for historical background. 

I opened my remarks by referring to the science of cryptology as a vital 
military weapon, but it baa not always been regarded as a weapon, let alone a 
vital weapon. I am tore reminded at this point of a story that I came across 
in an old book on cryptology, a story which is probably apocryphal but which 
I give for what it nay to worth. 
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1 mffl at g i , an d this Is what it saidl 

0, thou rile and Insatiable monster i To disturb these poor bones I 

If thou bad *st learned something more useful than the art of 
deciphering. 

Thou would’ st not be footsore, hungry, or in need of money I 
Many times In the course of the past forty years I 're had occasion to 
wish that 1 knew the old gal's address so that 1 could write her, as a first 
indorsement to her basic communication, the single word "Concur." 

This being a TOP SECRET lecture it will appear a bit Incongruous that I 
should begin by reading from a source which you'll all recognise — TIME magazine. 
I'll read from the 17 December 19^5 issue and I will preface the reading by 
reminding you that by that date the war was all over — or at least V-E and Y-J 
days had been celebrated some months before. Tou'll remember the loud clamor 
am the pert of certain vociferous members of Congress who had for years been 
insisting upon learning and disclosing to the people of the United States the 
reasons why we had been caught by surprise in such a disastrous defeat as the 
Japanese had inflicted upon us at Pearl. This clamor had to be met; the matter 
could not longer the hushed up, they contended, by the need for military secrecy. 
There had been and still were investigations --a half dozen or more of them — and 
now there was to be a grand finale Joint Congressional Investigation into the 
Attach on Pearl Harbor. It was this investigation which not only itself brought 



into the open every detail and exhibit uncovered by 



REF ID : A63365 



Za abort, when our ccananders bad COMXKP la World War XI they were able 
to put whet eiaall forces they had at the right place, at the right tine. But 
when they didn’t have it- -and this happened several tines — their forces often 
took a beating. Later on we’ll note instances of each type. 

X hope I've not tried your patience by such a lengthy preface to the 
real substance of ay talk, so let's get down to braes tacks, and since a bit 
of history is always useful in introducing a subject belonging to a special 
and oot-to -well -known field, I'll begin by giving you some historical information 
about cryptology, which comprises two related sciences, that of cryptography, 
and the other of cryptanalysis. They are but opposite faces of the same coin, 
for progress in one inevitably leads to progress in the other* 

If thee permitted we could go far back into history to see the earliest 
beginnings of secret communications and this night take us to the very dawn 
of the art of writing because there is room to wonder which came first, ordinary, 
intelligible writing or unintelligible, that is, secret writing. Instances of 
cipher are found In the Bible, for instance, and we now know that some of the 
ancient Egyptian hieroglyphic writing was sometimes enciphered. But we must 
quickly pass over the history of the early days of cryptology with the fore- 
going brief mention. There is, however, one item in that history which Is worthy 
of special notice, the scytale, which is the earliest cipher device history 
records and which was used by the ancient Lacedemonians or Greeks. They had a 
(*) wooden cylinder of specific dimensions, around which they wrapped spirally a 
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piece of parchwntj they then wrote the message across the edges of the parchment, 
it # aal sent it to Its destination, where the recipient would wind the 
parchment around an identically-diwsnsioned bylinder, and thus “bring together 
properly the bits of letters representing the message. This diagram, incidentally, 
is not correct. The writing was done along the edges of the parchment, as X said 
before, and not at shown in this picture. And, by the way, the baton which the 
European field narwhal still carries as one of the insignia of his high office 

i 

derives fris this very instrument. 

I 

v 

Cseasr of course, is veil known in history to have used cryptography— 
a very simple aathcd, obviously, because all he did was to replace each letter 
by the one that ns fourth from it in the alphabet. Cicero was one of the 
inventors of whet it now called shorthand . He had a slave by the name of Tiro 
who wrote for Cicero his records ana so on, in shorthand or Tiroaean notes, as 
they are called. 

The be gin n i n gs of modem cryptology can be traced back to the days of the 
early years of the 15 th Century, when the science was extensively employed by 
(b.lf) the princes and chanceries in the Papal states, about lk00. I show next an 

alphabet of that period which is interesting merely because it shows that in those 
•erly days they already had a recognition of the basic weakness of what we 
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When General Twining invited me to address the staff and students of the 
Senior School of the Marine Carps on the subject "Communications Intelligence 
and Security" it was with pleasure mamba nfaunUty that I accepted the invitation 
because I assumed that the objective of such an address is to give 

you some background tt2dmndudE*afeaemd information about the field to which those two 

subjects belong, namely, the science of cryptology. Suppose I propose to tell you 
something that science 

/about how ^developed, and ktas&c to indicate the manner in which it can and 
has been employed as a vital military weapon . 

My talk being divided into three parts or periods, mat X will give you 
first same j of the historical background of cryptology, next will came a 
presentation of the manner and instrumentalities whereby Communication Security, 
or far short, COMSEC, is established and maintained, and finally will come a 

presentation of the basic principles, procedures, machinery, and organization 

or SIGHJT, in British termtadqgft 
whereby Communications Intelligence, or, for short, COMHn/ is obtained, how "" 

unrivalled 

it may be properly ma ii pipBlf used and safeguarded, and it^ utility XKdtfcx 
MimdMfxmdMi — ftrrmm as an intelligence weapon in the conduct of modern warfare - 

First, then, for historical background. 

I opened my remarks by referring to the science of cryptology as a vital 
military weapon, but it has not always been regarded as a weapon, let alone a 
vital weapon. I am here reminded at this point of a story that I came across 
in an old book on cryptology, a story which is probably apocryphal but which 



I give for what it may be worth. 
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language, and this is what it said: 



0, thou vile and insatiable monster! To disturb these poor bones! 
If thou had 'st learned something more useful than the curt of 
deciphering. 

Thou would 1 st not be footsore, hungry, or in need of money! 



Many times in the course of the past forty years I've had occasion to 
vish that I knew the old gal's address so that I could write her, as a first 
indorsement to her basic communication, the single word "Concur . 11 



This being a TOP SECRET lecture it will appear a bit incongruous that 1 

should begin by reading from a source which you'll all recognize— TIME magazine. 

I'll read from the 17 December 19^5 issue, and I atiU preface the reading by 
by that date ail 

reminding you thal/ the war was/ over — or at least V-E and V-J days had been 

some months before You'll remember the 
celebrate^ xMfattaflteiiMaaaMttat loud clamor on the part of certain vociferous 

members of Congress who had for years been insisting upon learning and disclosing 

to the people of the United States the reasons why we had been caught by surprise 

in such a disastrous defeat and calamity as the Japanese had inflicted upon us 

at Pearl. This clamor bad to be met; the matter could no longer be hushed up, 

had been and still 

they contended, by the need for military secrecy. So there/ were investigations — 
of them and now there was to be a 

a half dozen or more/ ^fmUMgnrpaiastlCB grand finale Joint Congressional Inves- 
tigation into the Attach on Pearl Harbor. It was this investigation which not 

only itself brought into the open every detail and exhibit uncovered by at 
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In short, when our commanders had COHENT in World War II they were able 
to put what small forces they had at the right place, at the right time. But 
when the didn't have it — and this happened several times — their forces often 
took a beating Later on we'll note instances of each type. 
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1 hope I've not tried your patience by such a lengthy preface to the 
real substance of my t alk , so let's get down to braBS tacks, and since a 
bit of history is always useful in introducing a subject belonging to a 
special and not-to-well -known field, I'll begin by giving you some historical 
information about cryptology, which comprises two related sciences, that of 
cryptography, and the other of cryptanalysis. They are but opposite faces 
of the same coin, for progress in one inevitably leads to progress in the 
other. 

Now, because of the secrecy or cloak of silence which officially surrounds 
the whole field of cryptology and especially cryptanalytics, it is obvious 
that authentic information with reference to the background and development 
of the science in foreign countries is quite sparse, and although after World 
War II we learned much regarding the accomplishments in this field of work 
by our enemies, security rules prevent my saying very much in detail about 
how good or bad they were in comparison with us . Suffice it to say that we 
looked pretty good in cryptologic affairs, together with our principal ally, 
Britain, we cryptologists naturally think we won the war, though others seem 
to have mislaid the peace somewhere . 

I can only give a fairly good account of U.S. cryptologic activities up to 
a certain point of time, and even then I will not be able to say very much about 
them simply because the story is too long to give in a lecture or even a series 
of talks. In the course of my talk I will present a number of illustrations of 
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cryptography and cryptanalysis, same of which farm part of my own experience. 
Modesty would dictate their amission, but because of their possible interest I 
will use them and will here and now make a general apology far the use of the 
personal pronoun. 

Now may we have the first slide, please. Cryptography and cryptanalysis 
go back to the dawn of the invention of writing, and here 1 show an instance 
of cipher in the Bible. In Jermiah 25:26 occurs the expression "And the king 
of Sheshakh shall drink after them." Also in Jermiah 51 : kit "How is Sheshakh 
taken!” Well, for many, many years that name "Sheshakh" remained a mystery. 
There was no such place. But then somebody discovered that if you write the 
twenty- two letters of the Hebrew alphabet in two rows, eleven and eleven, like 
this, you set up a substitution alphabet whereby you can replace the letters by 
those standing opposite them. For example, "Shin," is represented by "Beth” 
or vice versa, so that "Sheshakh" translates "Babel", or "Babylon." The vowels 

had to be supplied. Incidentally, mentioning the Bible, one might say that 

an early but not the first in the Bible — 

Daniel, who was jUHaaflrinafc psychoanalyst/ was ml mm the first cryptanalyst. I say 

psychoanalyst, because you remember how he interpreted Nebuchadnezzar's dreams. 



» to»l g ttaxgiaHi«BWg n pig rT aMi a a dx taBiapci«ppiirt^^ 
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son, Belshazzar, was giving a feast, and during the course of the feast the 
fingers of a man's hand appeared on the wall behind the candlestick and wrote 
a secret message; Belshazzar was very much upset and called for his soothsayers, 
Chaldean sorcerers, magicians and so on, hut they couldn't read the message — 
apparently they couldn't even read the cipher characters! Well, Daniel was 
called in and succeeded not only in reading the writing on the wall: "Mene, 

mene, tekel, upharsin", but also the meaning of the words. Bis interpretation 
was "Mene" — God hath numbered they kingdom and finished it. "Tekel" — Thou 
art weighed in the balances and found wanting. "Upharsin", or rather "Feres", 
(apparently the chap who did the handwriting on the wall knew a thing or two 
about cryptography, because he used "variants"!) — Thy kingdom s hall be divided 
and given to the Medes and Persians." 



'10 
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(2) The next is an illustration of the earliest cipher device history records, 

a device which was called a a cytale , used by the ancient Laeedamonians or 
Greeks. They had a wooden cylinder of specific dimensions, around which they 
wrapped s pirally a piece of parchment; they then wrote the message across the 
edges of the parchment, unwound it, and sent it to its destination, where the 
recipient would wind the parchment around an identically-dimensioned cylinder, 
nnH thus bring together properly the bits of letters representing the message. 

This diagram, incidentally, is not correct. The writing was done along the 
edges of the parchment, as I said before, and not as shown in this picture. And, 
by the way, the baton which the European field marshal still carries as one of 
the insignia of his high office derives from this very instrument. 

Caesar, of course, is well known in his tory to have used cryptography — 
a very simple method, obviously, because all he did was to replace each letter 
by the one that was fourth from it in the alphabet. Cicero was one of the 
inventors of what is now called shorthand. He had a slave by the name of Tiro 
who wrote far Cicero his records and so on, in shorthand or Tironean notes, as 
they are called. 

The beginning of modern cryptology can be traced back to the days of the 
early years of the 15th Century, when the science was extensively employed by 
(4.10) the princes and chanceries in the Papal states, about 1400. I show next an 

alphabet of that period which is interesting merely because it shows that in those 
early days they already had a recognition of the basic weakness of what we call 



-li- 



